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[bookmark: _Toc211242411]Disclaimer for Use of Layer3 Policy Templates:
By utilising these policy templates ("Templates"), the user agrees and acknowledges that their use is entirely at their own risk. These Templates are provided 'as is' and for reference purposes only.
The Templates are designed to serve as general guidelines and should not be considered as definitive or fully comprehensive. They are not intended to cover all possible legal and regulatory requirements, or to reflect specific requirements for your organization.
Your organisation is solely responsible for determining the appropriacy, legality, and adequacy of these Templates for your specific circumstances, as well as for any use or implementation of these Templates. It is recommended that you seek your own legal advice as necessary.
We, Layer3, as the provider of these Templates, make no representations or warranties of any kind, whether express or implied, regarding the Templates, including, but not limited to, any warranty of fitness for a particular purpose or non-infringement.
We expressly disclaim any liability whatsoever for any direct, indirect, consequential, incidental, special, punitive, or other losses or damages of any kind, whether in contract, tort or otherwise, arising from or in connection with the use or reliance on these Templates."
You should consult with a lawyer to ensure this disclaimer meets all necessary legal requirements, especially as they vary by region, country and industry.
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[bookmark: _Toc211242413]AI Operation Policy
[bookmark: _Toc211242414]Purpose
This document sets out the expectations and governance requirements for the responsible use of Artificial Intelligence (AI) tools and systems within <COMPANY>. It applies to all forms of AI, including conversational tools (e.g. ChatGPT, Copilot, Gemini), AI agents, and automated systems capable of making or recommending decisions.
This policy forms part of <COMPANY>’s overall Information Security and Data Governance Framework. It replaces prior “guideline” versions and represents the current operational policy for AI use and oversight.
[bookmark: _Toc211242415]Scope
This policy applies to all employees, contractors, vendors, and any third party who designs, deploys, integrates, or interacts with AI systems, outputs, or data on behalf of <COMPANY>. It covers both internally hosted and cloud-based AI tools.
[bookmark: _Toc211242416][bookmark: _Toc132815765]Roles & Responsibilities
	Role
	Key Duties

	AI Owner
	Maintain the list of approved AI tools and agents, oversee compliance, and provide implementation guidance.

	Privacy Officer
	Ensure compliance with the Privacy Act 2020 and review all AI tools for data handling and cross-border privacy requirements.

	Security Officer
	Assess AI platforms for cybersecurity and operational risk, ensuring adherence to NZISM and CERT NZ guidelines.

	Business Unit Managers
	Approve business use cases, ensure staff follow policy, and maintain oversight of AI outputs within their teams.

	All Users
	Comply with this policy, use approved AI tools responsibly, and report incidents or anomalies immediately.



[bookmark: _Toc211242417]Definitions
AI System
Any system, application, or model that can infer, predict, generate, or decide using machine learning, deep learning, or rule-based logic.
Generative AI (GenAI)
AI models capable of generating new content such as text, code, images, audio, or video. Examples include ChatGPT, Microsoft Copilot, and Google Gemini.
AI Agent
An autonomous or semi-autonomous AI system capable of performing tasks, executing commands, or initiating actions via APIs or software integrations without continuous human intervention.
Personal Information
Information about an identifiable individual, as defined under the Privacy Act 2020.
Sensitive Corporate Data
Any information classified as “Confidential” or “Restricted” under the organisation’s Information Security Policy, including intellectual property, financial data, or client information.


[bookmark: _Toc211242418]General rules
Comply with the Privacy Act 2020, Copyright Act 1994, Harmful Digital Communications Act 2015, the NZ Algorithm Charter, and any forthcoming New Zealand AI governance or transparency requirements.
If unsure, pause and seek advice from your Privacy Officer or Legal representative.
Protect sensitive data
· Do not input personal, client, financial, or “Restricted” data into public AI tools such as ChatGPT, Google Gemini, or Copilot (or any other models not specifically mentioned or approved).
· Use only de-identified or synthetic data when training or testing internal AI tools.
· Confirm where your AI vendor processes and stores data. Cloud-based AI must reside in New Zealand or an approved jurisdiction compliant with NZ Privacy Principle 12 (cross-border disclosure).
· Treat embeddings, logs, and fine-tuned datasets as confidential information under your data classification policy.
Keep humans in control
AI may assist decision-making but must never replace it.
· Treat all AI outputs as drafts requiring human review.
· Ensure appropriately skilled staff verify and approve AI-generated material before external use.
· AI must not make final decisions relating to employment, credit, safety, compliance, or customer outcomes without documented human oversight.
· Maintain traceability showing who reviewed and approved each AI-assisted output.
· This also applies to AI agents or autonomous systems that can take actions or make changes within IT or business environments. Such agents must operate under explicit human approval, with restricted permissions and full audit visibility.
Be transparent
· Disclose AI assistance where it materially influences a decision or external deliverable.
· Clearly label AI-generated text, images, voice, or video that could be mistaken for human-created content.
· Keep prompts, model details, and approval notes for audit and accountability purposes.
Secure the environment
· Use only company-approved, security-assessed AI platforms or integrations.
· Do not connect AI systems directly to production data or customer environments without written approval from your IT or business owner.
· Enable monitoring of AI activity and audit logging to detect anomalies or policy breaches.
· Immediately isolate or disable models behaving unpredictably or producing unsafe outputs.
· AI agents that can trigger actions, access data, or interface with production systems must be isolated, logged, and reviewed periodically to confirm they operate within approved boundaries.
Respect intellectual property
· Verify that any third-party content or data used in prompts or outputs is properly licensed.
· Avoid reproducing copyrighted or trademarked material without rights.
· Cite or attribute sources where applicable.
Stay within approved tools
· Use only AI tools authorised by your organisation and listed on the internal AI register.
· New plug-ins, browser extensions, AI agents, or integrations must undergo a security and privacy review, with written approval from the IT owner.
Report issues promptly
· Report suspected data leaks, harmful outputs, or unusual AI behaviour within 24 hours to your Privacy and Security Officers.
· Follow your organisation’s Cyber Incident Response Plan for containment and escalation.
Keep skills current
· Complete monthly/quarterly/annual AI security awareness training.
· Developers, analysts, and communications staff must also complete role-specific sessions on prompting, bias, governance, and responsible use.
· Review AI-related risks annually as part of your ongoing cybersecurity and privacy programme.
Note from Layer3
AI can deliver powerful efficiency gains when governed responsibly. Layer3 recommends a “human in the loop” approach, combining automation with human validation and clear policies on tool approval, transparency, and data handling.
Our team can assist with policy implementation, staff training, and integration of AI systems into your existing security and compliance frameworks.

[bookmark: _Toc211242419]Violations
Violations of this policy may result in disciplinary action up to and including termination. Any instances of unauthorized or unethical AI use should be reported immediately to the relevant manager.
[bookmark: _Toc211242420]Review and Updates
This policy will be reviewed annually or as deemed necessary due to technological advancements and changes in regulatory environments.
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[bookmark: _Toc211242422]Legal & Regulatory Requirements
Privacy Act 2020 (NZ)
Applies to all personal information collected, processed, or disclosed by AI systems. Includes Privacy Principle 12 on cross-border disclosure, requiring equivalent privacy safeguards for overseas data transfers.
Unsolicited Electronic Messages Act 2007
AI must not be used to send or generate unlawful commercial e-mails, messages, or marketing content without valid consent and unsubscribe options.
Copyright Act 1994
Protects creative and digital works. Ensure AI outputs respect third-party intellectual property rights and are original, licensed, or used under fair dealing.
Harmful Digital Communications Act 2015
Prohibits AI-generated or AI-assisted material that could be considered harassing, threatening, hateful, or otherwise harmful.
Algorithm Charter for Aotearoa New Zealand
Serves as a best-practice benchmark for transparency, fairness, and human oversight when algorithms or AI systems materially affect individuals.
CERT NZ and New Zealand Information Security Manual (NZISM)
Establish cybersecurity baselines for AI system deployment, model integration, and cloud hosting. Ensure alignment with risk management practices defined by the Government Chief Information Security Officer (GCISO). Note this is being changed to the National Cyber Security Centre (NCSC).
Emerging Frameworks (for awareness)
· EU AI Act (2024) – Expected to influence NZ and global AI risk classifications, transparency, and data requirements.
· OECD AI Principles – Promote trustworthy, human-centred AI and ethical governance.
· NIST AI Risk Management Framework (US) – Provides practical controls for identifying, measuring, and mitigating AI-related risks.
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